J Syst Sci Complex 20XX, XX( ): 1-29

Quantum Algorithm for Optimization and Polynomial System

Solving over Finite Field and Application to Cryptanalysis*

CHEN Yu-Ao - GAO Xiao-Shan - YUAN Chun-Ming

DOI:
Received: x x 20xx / Revised: x x 20xx
©The Editorial Office of JSSC & Springer-Verlag GmbH Germany 2024

Abstract In this paper, we give quantum algorithms for two fundamental computation problems: solving polynomial
systems over finite fields and optimization where the arguments of the objective function and constraints take values
from a finite field or a bounded interval of integers. The quantum algorithms can solve these problems with any given
success probability and have polynomial runtime complexities in the size of the input, the degree of the inequality
constraints, and the condition number of the associated matrices of the problem. So, we achieved exponential speedup
for these problems when their condition numbers are small. As applications, quantum algorithms are given to three
basic computational problems in cryptography: the short integer solution problem, the shortest vector problem, the
polynomial system with noise problem, and cryptanalysis for the lattice-based NTRU cryptosystem. It is shown that
these problems and NTRU can against quantum computer attacks only if their condition numbers are large, so the

condition number could be used as a new criterion for lattice-based post-quantum cryptosystems.

Keywords quantum algorithm, polynomial system solving, polynomial system with noise, finite field, integer
programming, cryptanalysis of NTRU.

1 Introduction

Solving polynomial systems and optimization over finite fields are fundamental computation problems in
mathematics and computer science, which are also typical NP hard problems. In this paper, we give quantum
algorithms to these problems, which could be exponentially faster than the traditional methods under certain

conditions.
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1.1 Main results

Let F, be a finite field, where ¢ = p™ for a prime number p and m € N>1. Let F = {f1, fa,..., fr} C F,[X]
be a set of polynomials in variables X = {x1,za,...,2,} and with total sparseness Tr = 21:1 #fi, where
#f denotes the number of terms in f. For € € (0,1), we prove that

Theorem 1.1 There exists a quantum algorithm which decides whether 7 = 0 has a solution in Fy
and computes one if F = 0 has solutions in Fy, with success probability at least 1 — e and complezity
6(T§’_—'5D3'5m5'5 log*® pr?log 1/e), where D = n+ Y"1 | |log, max; deg,. f;], Tr is the total sparseness of F,
and k is the condition number of the associated matriz of F (see Theorem 3.13 for definition).

The complexity of a quantum algorithm is the number of quantum gates needed to solve the problem.
Since T'r, D,logp™ are smaller than the input size, the complexity of the algorithm is polynomial in the
input size and the condition number of the associated matrix of the problem (abbr. condition number of
the problem), which means that we can solve polynomial systems over finite fields using quantum computers
with any given success probability and in polynomial-time if the condition number  of F is small, say when
K is poly(n, D).

We also give a quantum algorithm to solve the following optimization problem.

min  o(X,Y) subject to
XeFn Yezm

[i(X)=0 modp, j=1,2,...,7; (1)
0<g(XY)<b,i=1,2,...,80<yp <ug,k=12,...,m,

where F = {f1, fo,.. ., fr} CFX], Y ={y1,92,.. .. ym}: Go = {0,91,92,...,9s} C Z[X, Y], and by, bg, ..., bs,
Up, Uz, ..., Uy € No The complexity of the algorithm is polynomial in the size of the input, deg(g;), deg(o),
and the condition number of the problem (see Theorem 5.4 for definition). Since Problem (1) is NP-hard,
the algorithm gives an exponential speedup over traditional methods if the condition number is small, say
poly(n,m).

Note that for ¢ = p, Problem (1) includes polynomial system solving over F, as a special case. Problem

(1) is meaningless for F, with ¢ = p™ and m > 1, since F, cannot be embedded into Z.

We apply our quantum algorithms to three computational problems widely used in cryptography: the
short integer solution problem (SIS) [1], the shortest vector problem (SVP) [4, 6, 25], and the polynomial
systems with noise problem (PSWN) [2, 19, 22]. We also show how to recover the private keys for the latticed
based cryptosystem NTRU [21, 29] with our algorithm. The complexity for solving all of these problems is
polynomial in the input size and their condition numbers.

Ajtai started lattice-based cryptography in a seminal work [1], where a family of one-way functions is
given based on SIS. The SIS problem is to find a nonzero solution of a homogeneous linear system AX = 0
mod p for A € F*", such that ||3A§||2 is smaller than a given bound. Our quantum algorithm for SIS has
complexity O((nlogp+ r)2®(Talog p+ nlog? p)x2), where T4 is the number of nonzero elements in A and &
is the condition number of the problem.

The SVP and CVP are two basic NP-hard problems widely used in lattice-based cryptography. The
SVP is to find a nonzero vector with the smallest Euclidean norm in a lattice in R™. The CVP is to find
a vector in a lattice which is closest to a given vector. Our quantum algorithm for SVP has complexity
O(m(n™5 + m25)(n® + log h) log*® hk?), where n is the rank of the lattice, h is the maximal value in the

lattice generators, and k is the condition number of the problem. Our quantum algorithm for CVP has a
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similar complexity.

NTRU is a lattice-based public key cryptosystem proposed by Hoffstein, Pipher and Silverman [21], which
is one of the most promising candidates for post-quantum cryptosystems. Our quantum algorithm can be
used to recover the private key from the public key in time 6(N 45 ]0g3> qr?) for an NTRU with parameters
(N, p,q) with ¢ > p. In particular, we show that the three versions of NTRU recommended in [21] have the

desired security against quantum computers only if their condition numbers are large.

The lattice-based computational problems SVP and LWE are the bases for 23 of the 69 submissions to
NIST’s effort to standardize the post-quantum public-key encryption systems [4]. LWE is another important
computational problem in cryptography, which is the randomized versions of CVP and can be reduced to
the SIS problem [32]. Lattice-based computational problems have many applications [30]. In theory, our
results imply that the 23 proposed cryptosystems can withstand the attack of quantum computers only if
their condition numbers are large. So, the condition number could be used as a new criterion for lattice-based

post-quantum cryptosystems.

Let p be a prime and F = {f1, fa,..., fr} C Fp[X] with r > n. The PSWN is to find an X € F; which
satisfies the maximal number of equations in F. The problem is also called MAX-POSSO [2, 22]. Our
quantum algorithm for PSWN has complexity 5(r3'5T§’55 log® pr?), where x is the condition number of the
problem. The PSWN is very hard in the sense that, even for the linear system with noise (LSWN) over F,,
finding an X satisfying more than 1/p of the equations is NP hard [19, 41].

1.2 Main ingredients of the algorithm

Let F C C[X] be a set of polynomials over C. A solution of F is called Boolean if its components are 0 or
1. Similarly, a variable x is called a Boolean variable if its values are either 0 or 1. In [13], we give a quantum
algorithm™ to find Boolean solutions of a polynomial system over C, which is called B-POSSO in the rest of
this paper. The main idea of the quantum algorithms proposed in this paper is to reduce the problem to be
solved to B-POSSO, under the condition that the number of variables and the total sparseness of the new

polynomial system is polynomial in the size of the original polynomial system.

Our algorithm for problem (1) consists of three main steps: (1) The equational constraints f;(X) = 0
mod p,j = 1,2,...,r are reduced into B-POSSO. (2) The inequality constraints 0 < ¢;(X,Y) < b;,i =
1,2,...,s are reduced into B-POSSO. (3) The problem of finding the minimal value of the objective function
is reduced several B-POSSOs. We will give a brief introduction to each of these three steps below.

A key method used in our algorithm is to construct a polynomial in Boolean variables to represent
the integers 0,1,...,b for b € Zsy. Let 6,(Gpit) = ,Eli%z b=t Grp2F + (b + 1 — 2l bJ)GUOg2 b, Where
Grit = {Go,G1, .-, G 10g, ) } Is a set of Boolean variables. Then, the values of 0 (Guygt) are exactly 0,1,...,b.

For F C F,[X] and F, = {0,1,...,p — 1}, we use three steps to reduce the problem of finding a solution
of Fin I, to a B-POSSO. (1) F is reduced to a quadratic polynomial system (MQ) F; by introducing new
variables. (2) Each variable in F; is expanded as z; = 6,-1(X;) and F; is reduced to another MQ F» in
Boolean variables X; = {X;;,7 =0,1,...,|logy(p —1)]}. Since F; is quadratic, the total sparseness of F; is
well controlled. (3) We obtain a polynomial over C from F; as follows F3 = {g — 044(Ug)p|g € F2o}, where
#g¢ is the number of terms in g and Uy is a set of #g Boolean variables. It is shown that solutions of F in F,

can be recovered from Boolean solutions of F3, which can be found with the quantum algorithm from [13].

*No detailed knowledge of quantum algorithms is needed to read this paper. What we do in this paper is to use traditional

methods to reduce the problems to be solved to this quantum algorithm.
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We also reduce the inequality constraint 0 < g;(X,Y) < b, of Problem (1) into B-POSSO. There exist X
and Y such that 0 < g,(X,Y) < b, if and only if gx(X,Y) — 64, (Gp,,) = 0 has a solution for X, Y, and Gy,,
where Gy, is a set of Boolean variables. Since 0 < 2; < p—1 and 0 < y; < u;, we can reduce g;(X,Y) into
a polynomial in Boolean variables by first reducing ¢(X,Y) into an MQ and then expanding the variables
x;,y; into Boolean variables by using the 6 function. As a consequence, the inequality constraint of Problem
(1) is reduced into B-POSSO. Let d be the maximal degree of all gi. Then the values of g is exponential in
d and hence the number of Boolean variables needed is polynomial in d. This is why the complexity of the

algorithm depends on d.

Since all variables are bounded, the objective function o is also bounded, and we can assume that the
values of o are in a feasible interval [o, u) for some o, € N. We design a novel search scheme to reduce
the minimization of o(X,Y) € [a, u) into several B-POSSOs. We approximately bisect the feasible interval
[, 1) into subintervals [a, 2%) and [27, i) and decide whether o € [, 2%) has a solution, which is equivalent
to solving equation o — (v + Zf:_ol H,;27) = 0 for Boolean variables H;. If o € [a, 27) has a solution X and Y,
we repeat the procedure for [a,o(g,ff)); otherwise, we repeat the procedure for [2%, ). As a consequence,

we can find the minimal value of o by solving several B-POSSOs.

1.3 Relation with existing work

Problem (1) includes many important problems as special cases, such as solving polynomial systems in
finite fields [9, 15-17], SIS [1], SVP/CVP [4, 6, 25], PSWN |[2, 19, 22, 41], the (0, 1)-programming [18], the
quadratic unconstrained binary optimization problem which is the mathematical problem that can be solved
by the D-Wave System [23], which are all important computation problems and were widely studied. The
main motivation of this study is that polynomial system solving is a key tool in cryptanalysis [27, 28, 38, 39].

Comparing to the existing work such as the symbolic computation approach [26, 36, 37, 40], our approach
is new and has two major advantages. First, we give a universal approach to a very general problem.
Second, the complexity of our algorithm is polynomial in the inputs size, the degree of the inequalities, and
the condition number of the problem. Since the problems under consideration are NP hard, the existing
algorithms are exponential in some of the parameters such as the number of variables. In this aspect, we
give a new way of looking at these NP hard problems by reducing the computational difficulty to the size of
the condition number.

Our algorithm is based on the quantum algorithm to solve B-POSSOs proposed in [13], which in turn is
based on the HHL quantum algorithm and its variants to solve linear systems [5, 14, 20, 33]. Comparing to
the HHL algorithm, we can give the exact solution, while the HHL algorithm can only give the quantum state.
The speedup of our algorithms comes from the HHL algorithm. The limitation on the condition number is
inherited from the HHL algorithm, and it is proved in [20] that the dependence on the condition number
cannot be substantially improved. Also note that, the best classic numerical method for solving an order N
linear equation Az = b has complexity O(N /) [34], which also depends on the condition number x of A.

The method of treating the inequality constraints with the function 6,(Gy,t) simplifies the computational

iU:OégZ(b)J B;2" for b is often used in the literature to represent

significantly. The binary representation n, = >
the integers 0,1, ...,b. The values of 1 are 0,1, ..., 2ll°g2(®]+1 _ 1 which may contain integers strictly larger
than b and cannot be used to represent inequality constraints of Problem (1). In [3, 7], the integer inequality
0 < g < bis reduced to H?:o (g —4) = 0. Our reduction g — 65(Gy) is better, which does not increase the
degree of the equation and the size of the equation is increased in the logarithm scale, while the method used

in [3, 7] increases the degree by a factor b and increases the size of the equation exponentially.
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The remainder of this paper is organized as follows. In Section 2, we define the 6,(Gy;t) function and give
an explicit formula to reduce a polynomial system into an MQ. In Section 3, we present the algorithm for
solving polynomial systems over finite fields. In Section 4, we show how to reduce the inequality constraints
in problem (1) to a B-POSSO. In Section 5, we present the algorithm for solving problem (1). In Section
6, we present a quantum algorithm for PSWN. In Section 7, we present a quantum algorithm for SIS. In
Section 8, we present a quantum algorithm for SVP/CVP. In Section 9, we present a quantum algorithm to

recover the private key for NTRU. In Section 10, conclusions are given.

2 Two basic reductions

In this section, we give two basic reductions frequently used in the paper: to represent an integer interval

with a Boolean polynomial and to reduce a polynomial system to an MQ.

2.1 Represent an integer interval with a Boolean polynomial

A variable X is called a Boolean variable if it satisfies X2 — X = 0. In this paper, we use uppercase
symbols to represent Boolean variables. A polynomial is called a Boolean polynomial if it is in a set of
Boolean variables. In this section, we will construct a Boolean polynomial whose values are exactly 0,1,...,b

for a given positive integer b > 0.

Set s = |logy(b)] and introduce s + 1 Boolean variables By = {Bo, Bi,...,Bs}. Inspired by b =
(2° —=1)+ (b+ 1 — 2%), we introduce the function 0, (Byit): 61 (Bpit) = B and for b > 1
s—1 )
0y(Brie) = Y _2'B; + (b+1—2°)B,. (2)
i=0
Lemma 2.1 When evaluated in C or F, = {0,1,...,p — 1} with p > b, 0,(Byit) is a surjective map
from {0,1}5% to {0,1,...,b}. Furthermore, |Bupic| = #60p(Buit) = [logs(b)| + 1= s+ 1, where #0;(Bpi;) is

the number of terms in the polynomial 6,(Bpit ).

Proof We first assume that 6,(Byi;) is evaluated over C. It is easy to check this lemma when b = 1.
When b > 1, from the definition of s, we have b/2 < 2° < b and hence 2° — 1 < b. Since the values of
Zf;ol 2iB; are 0,1,...,2%—1, for any integer n € [0,2° — 1], n has a preimage of map 6 (By;;), where By = 0.
Now consider an integer n € [2°,b]. Set set By = 1 and it suffices to show that 0 <n — (b+1—2°%) < 2% —1.
Since n > 2°, we have n — (b+1—-2°) >2.2° —-b—-1>2-b/24+1—-b—1= 0. Since n < b, we have
n—(b+1-2°)<2°—1. Thus, 0 <n—(b+1—2°) <2°—1, and then n has a preimage of map 0(By;),
where By = 1. It is clear #By,i, = [logy(b)| 4+ 1. Since b+ 1 — 2% > 0, we have #6,(By;,) = |logy(b)]+1. The
lemma is also valid when 6;(By,) is evaluated over F), since all values in the computation are < p — 1. |

For instance, GG(Bbit) = By + 2B1 + 3Bs, 97(Bbit) = By + 2B + 4By, eg(Bbit) = By+2B1 + 4B + Bs.

Remark 2.2 It is easy to check that 6 is injective if and only if b = 2% — 1 for some positive integer

k. For instance, g is not injective: 3 has two preimages Bo =1,B1 =1,Bs =0 and By =0,B; =0, B; = 1.

2.2 Reduce polynomial system to MQ

It is well known that a polynomial system can be reduced to an MQ by introducing some new inde-

terminates. In this section, we give an explicit reduction that is needed in the complexity analysis in this

paper.
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For any field F, let F[X] be the polynomial ring over F in the indeterminates X = {z1,22,...,2Zn}.
Denote the sparseness (number of terms) of f € F[X] as #f. For F = {f1, fa,..., fr} C F[X], denote
Tr = Z;zl #fi to be the total sparseness of F, Ny = #X = n to be the number of indeterminates in F,
d; = max; deg, (f;) to be the degree of F in xz;, M(F) to be the set of all monomials in F, and C'(F) to be
the size of the coefficients of the polynomials in F, (F)p[x) to be the ideal generated by F in F[X].

We want to introduce some new indeterminates to rewrite F as an MQ.

Lemma 2.3 Let F = {f1, fo,..., fr} C F[X]. We can introduce a set of new indeterminates V and
an MQ Q(F) C F[X,V] such that (F)pix) = (Q(F))rx,v) N FIX]. Furthermore, we have #V = (T'r +
1) [logy di| + nTr = O(TrD), Nor) = n+ #V = O(TrD), #Q(F) = r + #V = O(T£D), Tor) =
Tr +2#V = O(T¥D), and C(Q(F)) = C(F), where D =n+ Y7 |log, d;] and d; = max; deg,, (f;).

Proof TIf Fis already an MQ, set Q(F) = F and V = (). Otherwise, first, we introduce new indeterminates
u;j for j =1,2,..., |log, d;] and new polynomials u;; — z? and Ui(j41) — u?] for j =2,3,...,|logyd;] — 1. Tt
is clear that x?l = u;;. Without loss of generality, we assume d; > 2 and if d; < 1, then we do not need these
u;j. Let X* = [T, 2" be a monomial of F, and a; = 22:1 2vik be the binary representation of oy < dj,
where I; < [log, ;| + 1 < [logy d;| + 1 and vy < v < -+ < vy,. Thus

7.5 H" Hl" Hn 11
i ovik vik
a k=1 _ 2Yik .
XY = I |a:l = x; = Uiy, -
i=1 i=1k=1 i

Flatten the subscripts ¢ and j in {u;;}, we could rearrange the set {u;;} as {u; |i =1,2,..., Ly}, and we have
X = [TE2, i, where Ly = 3, e < 327 ([logy di ] +1) < 7 [log, di ] + n. To rewrite this product as an
MQ), we introduce new indeterminates {v1,va,...,vr, 2} and quadratic polynomials v — ujus, v; —V;—1Uit+1
for i = 2,3,..., Ly — 2. Then the monomial X is represented as X* = V(X*) = vr__sur,_ . Denote
QX)) ={v1 —uwgua} U{v; —v;—1u;q1 |1 =2,3,..., Ly — 2}. Finally, we obtain an MQ

QF) = {Ui/l\_ x?,ui(kiﬂ) - ufki l[i=1,2,...,n,k; =2,3,...,|logy d;] — 1}
U{fj ‘.7 = 132a cee ,7"} UUXO‘EM(]—')Q(XQ) - F[va]v (3)

where V = {u;,v;} and f; is obtained from f; by replacing X® € M(f;) by V(X®) = vy _suy, according to
the above procedure. For convenience, we denote

~

Q) = Fni=12,...,r (4)

Let V = {u;, v} be the set of new indetermiantes. It is clear that the number of these u;; is >, |log, d;].
To represent X*, we need Y ;- l; —2 < 3" | [log, d;| + n new indeterminates v;. In total, we have #V <
Zf?:l |_10g2 le + T]—‘(Z?:l ll - 2) < (T]: + 1) Z?:l |_10g2 le + ’IlT]: = O(T]:D) Then, NQ(]:) = #X + #V =
O(TxD), since n < D. #Q(F) = r+ #V = O(TxD), since r < Tr. Q(F) contains r polynomials

Q(f;),j =1,2,...,r and #V binomials. Then Tz = Tr + 2#V = O(TxD). Since we only introduce new
coefficients 1, we have C(Q(F)) = C(F). |

Example 2.4 Let F = {fi = 2325 + 22725 +3}. We have d; = 7, do = 5, and Q1 = {u1; —
22, u19 — u?y, ugy — 13, u0e — u3;}. Then 2325 = 21u11 20U = Vone, T]T) = T1UI UI2ToUe = V5Use, Where
Q2 = {v1 —T1U11, V2 — T2V1, V3 — T U1, Vg — V3U12, Vs — Va2 }. Finally, Q(F) = Q1 UQ2U{vaugs +2vsu22 +3}.
Note that the above representation is not optimal and we can use less new variables to represent f; =
T1v2 + 2210227 + 3 = 102 + 22105 + 3, where v = vouys.

Remark 2.5 As mentioned in Example 2.4, the representation for Q(F) is not optimal. The binary
decision diagram (BDD) [12] can be used to give a better representation for Q(F) by using less variables v;.



A TEMPLATE FOR JOURNAL 7

3 Polynomial system solving over finite fields

Let F = {f1, f2,..., fr} C Fy[X] be a finite set of polynomials over the finite field F,, ¢; = #f;, and
Tr =Y ._, t;. In this section, we give a quantum algorithm to find a solution of F in 7. Denote the solutions

of F in Fy by Vg, (F). For a prime number p, we use the standard representation F, = {0,1,...,p — 1}.

3.1 Reduce MQ over F, to MQ in Boolean variables over C

Let F = {f1, for..., fr} CFp[X] be an MQ, t; = #f;, and T= = >_._, t;. In this section, we will construct
a set of Boolean polynomials over C, from which we can obtain Vg, (F). The reduction procedure consists of

the following two steps.

Step 1. We reduce F to a set of polynomials in Boolean variables over F,. If p = 2, then the z; are

already Boolean and we can skip this step. We thus assume p > 2 and set

[loga(p—1)]—1

Ty = epfl(Xi) = Z Xi,j2j + (p - 2\_10g2(p—1)J )Xi,Uogz(pfl)p (5)
=0
X; = {Xi;[i=0,1,... [logo(p—1)] =1},
Xbit = U?:lxi:{Xi,j|i:1727"',nv 3207177L10g2(p_1>J}

where 6,_1 is defined in (2) and X; ; are Boolean variables. Let f; = Z;ﬁ;l ¢; ; X%, where a;; = (a;5(1), o (

2),...,(n)) € N*. Substituting (5) into F, we have

n

o =3 ey T ()™ ® € T[], (6)

=1 k=1
B(F) = {fibits fovits - - - frvie} C Fp[Kpie].

For any indeterminates set S, let
Hg = {2* —z|z € S}.

We have

Lemma 3.1 There is a surjective morphism ITy : Vg, (B(F), Hx,;,) = Vg, (F), where IT)(Xyi;) =
(Op—1(X41),0p—1(X2),...,0p,_1(Xy)). Furthermore, #Xp;, = O(nlogp) and the total sparseness of B(F) is
O(Trlog? p).

Proof By Lemma 2.1, it is easy to check that II; is surjective. Also by Lemma 2.1, #60,_1(X;) =
[logo(p — 1)| + 1 and hence #Xy;; = O(nlogp). Since F is an MQ, for any monomial X% of f;, we have
laij| < 2 and [[h_;(0p—1(X;))®*) in (6) has at most O(log? p) terms. Therefore, the total sparseness of
fivie is O(#f; log® p) and the total sparseness of B(F) is O(Txlog® p). |

Step 2. We introduce new Boolean indeterminates U; ; and reduce each fipi; into a Boolean polynomial
over Z. Let t; = # fivit,

Ui = {Ui,j’j :0317"'5 UOth{LJ}a
Upe = U U, ={U;|i=12,...,r j=0,1,...,|log, t:|}, (7)
[logy t;]—1
0y (U;) = Z Uy 27 + (t; + 1 — 2l tU)Ui,I_logz t) € Fp[Ui], (8)
=0

P(fiir) = fivie — pby (U;) € Z[Xpit, Ui,
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P(]:) = {P(fibit) | 1=1,2,..., 7“} C Z[XbimUbit], (9)

and we have
Lemma 3.2 There is a surjective morphism Il : Vo(P(F), Hx,,,, Hu,,,) = Vr,(F), where
11 (Xbit, Ubie) = 11 (Xpit) = (0p-1(X1),0p—1(X2), ..., 0p—1(Xp)).

Proof Let (Xpit, Upit) € Ve(P(F), Hy,,,, Hu,, ). Then (Xpit, Upis) is a Boolean solution of P(F) C
Z[Xpit, Upit] and

= P(f;) Xbit, Ubit) = fivit Xbit) — p0c; /p) (Ubit) = fivieXnie) = fi(II(Xpie))  (mod p),

where the last equivalence comes from (6), and IT; (Xpit) = (6,-1(X1), 0, 1(X2), e 1(X,,)) is defined in
Lemma 3.1. As a conclusion, f;(IT(Xpi)) =0 (mod p), or (,—1(X1),0,-1(Xa), .. (X )) € Vg, (F).
We now prove that Il is surjective. By Lemma 3.1, Vg, (B(F), Hx,, ) = VFP (f), so it 1s enough to

prove VC(P(‘F)7HXbit’HUbit) = VF (B(}—) Hth) Let Xblt € V]F (B(‘F)7beit) and fibie = Z] 1 Cz jxgig €
Fp[Xpit], where ¢ ; € {0,1,...,p—1} C Z. Denote C; = Z] 165 < (p=1)t;. Then, fivit Xpit) = 0 (mod p)
if and only if fibit(Xpir) = 0,p,2p,..., or t;p, since |C;/p|p < t;. By Lemma 2.1, there exist Boolean
variables U; = {Ui,j,j =0,1,...,|logyt;|} such that fibit(Xbit) = pOy (IUl) Hence (Xbit,ﬁji) is a preimage of
Xpit for the map V¢ (P(F), Hx,,,, Hu,,,) = Vi, (B(F), Hx,,, ). Then, the map II, is surjective. |

Since the map I} in (5) is not injective, this map II5 is also not injective.

Lemma 3.3 The polynomial system P(F) defined in (9) is of total sparseness Tpry = O(TF log? p)
and has Npry = O(nlogp + >;_; logt; + rloglogp) indeterminates. Furthermore, we can compute P(F)
from F in O(Txlog? p) binary operations.

Proof By Lemma 3.1, B(F) is of total sparseness O(T'rlog? p) and has O(nlog p) indeterminates. Since
F is an MQ, by the proof of Lemma 3.1, we have ¢} = # fi it < t; log? p. Then, the number of U;,; introduces
n (7) is #Ubie = 2o;_; [logy ;] = 0327, logt)) = O(3;_; (log ti+log(log p)?)) = O(3_;_, log ti+rloglog p).
Therefore, the total number of indeterminates is #Xpi; + #Upie = O(nlogp + > _;_, logt; + rloglogp).

From (9), the total sparseness of P(F) is Tp(r) = Tp(r)+2_i—y #0¢ (Ui) = Tpr)+#Uni = O(Tr log® p+
Sor_, logt; +rloglogp) = O(Txlog® p), since r < T and Y7_, logt; < S°7_ t; = Tr.

To compute each 2/ mod p costs O(log p) binary operations. Using the fast polynomial arithmetics [36],
to expand all the polynomials in B(F) costs 6(T]—' log2 p) binary operations. The cost of other steps to obtain
P(F) is negligible. |

Corollary 3.4 If F is a linear system, then Tp(ry = O(Trlogp) and Np(r) = 6(71 logp+Y i, logt; +
rloglog p).

Proof Since each f; is linear, we have Tpr) = O(Trlogp), and Tpr) = O(Trlogp + #Upi) =
5(T]: log p). |
Remark 3.5 In (8), we can use 6|¢,/,| instead of 9t; to introduce less indeterminates. To compute

each C; = ZJ 1 c” costs t;logp = O(t; log® p), and to compute all C; costs O(T'x log® p), which is more than

Tpry = O(TF log? p). But, this is negligible comparing to the final complexity of the algorithm in Corollary
3.9.
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3.2 Solving polynomial systems over [,

Let F = {f1, fo,..., fr} C F,[X]. By Lemma 2.3, we can convert F into an MQ Q(F) C F,[X,V]. B
Lemma 3.2, we can convert Q(F) to an MQ in Boolean variables over C: P(Q(F)) C C[Xbit, Viit, Upit]. To
solve P(Q(F)), we need the following result, where a quantum algorithm for B-POSSO is given. A solution
a of B C C[X] is called a Boolean solution if each coordinate of a is either 0 or 1.

Theorem 3.6 (see [13]) For a finite set B C C[X] and € € (0,1), there exists a quantum algorithm
QBoolSol which decides whether B =0 has a Boolean solution and computes one if B = 0 does have Boolean
solutions, with probability at least 1—e and complexity 5(n2'5(n+TB)H2 log 1/¢), where Tg the total sparseness

of B and k is the condition number of B.

Here is the main result of this section.

Theorem 3.7 For F = {f1, fa,..., fr} CFy[X] and e € (0,1), there exists a quantum algorithm to find
a solution of F in Fy, with probability at least 1 —< and the complexity of the algorithm is 6(T§_—'5D3‘5 10g4'5 pr?
log1/e), where Tr = Y_;_, #fi is the total sparseness of F, D =n+ " | max;|log,(deg, (f;))], and k is
the condition number of P(Q(F)), also called the condition number of F.

We first estimate the total sparseness of P(Q(F)).

Lemma 3.8 P(Q(F)) is of total sparseness O(TxDlog?p) = O(nTxlogdlog?®p) and has O(Tx D
log p) = O(nTr log dlogp) indeterminates, where D =n+ 3 7 | max;|log,(deg, (f;))] and d = max{2,logy(
deg, (f;)),i=1,2,...,n,j=1,2,...,7}.

Proof By Lemma 2.3, Ng(r) = O(T£D), Tgr)y = O(TxD), and #Q(F) = O(TxD). By Lemma 3.3,
P(Q(F)) is of total sparseness O(TxDlog? p), and P(Q(F)) has Np@r) = O(NgF) logp + X reom) 1og(
#1) + #Q(F)loglog p) indeterminates. From the proof of Lemma 2.3, Q(F) contains fJ,j =1,2,.
and #V binomials. Then, }-; oz log(#f) = Z;Zl log(#]/";-) + #Vlog2 = O(Z;=1 logt; + T;D)
O(T#D). Then Npgr)y = O(TrDlogp + TrD + TrDloglogp) = O(TrDlogp). Since D = n +
>, max; |logy(deg, (f;))] = O(nlogd), we obtain the bounds involving n and d. |

Proof of Theorem 3.7. We can find a solution of F as follows. Construct P(Q(F)) C C[Xpit, Viit,
Upit] according to Lemma 2.3 and Lemma 3.2. Let b = QBoolSol(P(Q(F)),e). If b = () then the al-
gorithm fails to find a solutioon. Let b = (Xbit,Vbit,IUb,t) and Xblt = (Xl 0, Xl Lo X Llogz(p 1)J,X2 0,
Koy X fogap-1)))- Let X = (6,1(%1),0,-1(K2), ..., 0,-1(X,)), where X; = (Xzo,Xz 1o X llogy (r-1)))-
By Lemma 2.3, Lemma 3.2, and Theorem 3.6, X is a solution of F in I, with probability at least 1 —e.

We now give the complexity. By Lemma 3.8, P(Q(F)) is of sparseness O(TzD log? p) and has O(T;D
log p) indeterminates. By Theorem 3.6, we can find a Boolean solution of P(Q(F)) in time O((TD log p)*3
(TrD logp + TrDlog? p)r?log1/e) = (T3 5 D35 log*® pr?log1/¢). The complexity for other steps can be
neglected. |

Let d = max{2, maxj_; max;deg, (f;)}. Then D = O(nlogd). Since the solutions are in [, we can
assume d < p. By Theorem 3.7, we have

Corollary 3.9 The complexity to find a solution for F = 0 mod p is 5(n3‘5T_§-‘510g3'5d10g4‘5p K2
log1/¢) = O(n 35785 10g® pr? log 1/¢).

Corollary 3.10 If F is an MQ, then the complezity is 5((71 log p+1)%5(nlogp+ Tr log® p)k?log1/e).

Proof If F is an MQ, we have P(Q(F)) = P(F). By Lemma 3.3, Np(r) = O(nlogp + >_;_, logt; +
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rloglogp) and Tpry = O(TF log® p). Considering 37 logt; = log([T/_, t:) < log((327_, ti/m)") = rlog(
Tr/r), Np( #) = O(nlogp + rlogTx). By Theorem 3.6, the complexity is 5(]\7123'(5;)(Np(f) + Tpir))K*
log1/e) = O((nlogp + rlog TF)*5((nlogp + rlog Tr) 4+ Trlog? p)k2log1/e) = O((nlogp + )% (nlogp +
Trlog? p)k?log1/e). In the last step, we here use the reduction (a+blogc)(c+d) < (a+b)log(c+d)(c+d) =
O((a + b)(c + d)). Considering n < T, the complexity is proved. |

Corollary 3.11 If p = 2, then the complexity to find a solution of F = 0 mod 2 is 6((n +7)25(n +
Tr)r%log1/e).

Proof If p =2, then we do not need to convert G to MQ and Tpr) = O(Tr + >_;_, logt;) = O(TF),
NpF) = (n+2: L logt;). Similar to the proof of Corollary 3.10, the complexity is O((n+3_7_, logt;)>5 (n+
Tr)r2log1/e) = O((n+1)%%(n+ Tr)r2log 1/¢). |

3.3 Polynomial equation solving over F,

In this section, we consider polynomial equation solving in a general finite field IF, by reducing the problem

to equation solving over [Fp,.

If ¢ = p™ with p a prime number and m € Z, then F, = F,,(6), where ¢(6) = 0 for a monic irreducible
polynomial ¢ with deg(y) = m. Let g € Fy[X] = F,[0,X]. By setting z; = Z;n:_ol z;;67 and write each
coefficient ¢ = Z;n:*ol ¢j07 in g, g can be written as g = Z;’L:Bl g;07, where g; € F,[Xy] and Xy = {a;; |i =
1,2,...,n,5 =0,1,...,m — 1} are variables over F,. We denote G(9) = {g0,91,---,9m-1} C F,[X¢]. For a
polynomial set F C F,[X], we denote

= |J G(f) C F,[Xq]. (10)
feF

Lemma 3.12 There is an isomorphism Il; : Vi, (G(F)) — Vg, (F), where Il (x;;) = (Z;ﬂ 01 x1;67,

Z;n 01 T, ..., Z?:_Ol xn;07). Furthermore, for an MQ F = {f1, fa,..., fr} C F,[X] with total sparseness
Tr, G(F) C Fu[Xg] is an MQ with total sparseness < m3Tx, #G(F) = mr, and #Xg = mn.

Proof Tt is easy to show that #G(F) = m#F, #Xg = m#X and G(F) is also an MQ. Then the
total sparseness of G(F) will be concerned. F has Tr terms, where each term is of degree < 2. For
r = Zmolxﬁ’ and y = S vt let cfF = ng cjk0? mod p(0) for any k € N, then we have
cxy = Y00, Zj o0 TiYj Zk:}} ck(H_J)H’“ = nglgze Where gi € Fplro,z1, . Tm—1,Y0,Y1,- -, Ym—1)

is a quadratlc polynomial with T (cey) < > Z 1 = m3. Thus an MQ F over F, can be
represented as another MQ G(F) over F,, with Tg(}-) S m T]—‘. |
We have

Theorem 3.13 There is a quantum algorithm to find a solution of F C Fy[X] with probability at
least 1 — ¢ and in time 6(m5'5TJ§:‘5D3‘5log4'5 pr2logl/e), where Tr is the total sparseness of F, D =
n+ > |log, max; deg,. f;], and k is the condition number of F, defined as the condition number of the
Macaulay matriz [13] of P(G(Q(F))).

Proof Using Lemma 3.12, we can solve F over F, similar to the method given in the proof of Theorem
3.7. Rather than solving F; = P(Q(F)) C C[Xpit, Vobit, Ugnit] with Algorithm QBoolSol, we now solve
Fi1 = P(G(Q(F))) C ClXobit, Vobit, Ugpit] with algorithm QBoolSol, where Q(F) is defined in (10) and
Xonit is the bit representation for Xy.

We now prove the complexity. By Lemma 2.3, Q(F) has O(T#D) indeterminates and total sparse-
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ness O(T#D). G(Q(F)) has O(mTxD) indeterminates and total sparseness O(m>*T=D). Since G(Q(F))
is an MQ, by Corollary 3.10, the complexity is O(((mT#Dlogp 4+ m(TxD))*5(m3TxD) log® pr?log1/e) =
O(mP3T35 D35 log® pr? log 1/e). |
Corollary 3.14 If F is an MQ, the complezity is O(m3- (nlog p+1)%5(nlog p+m>Tx log? p)k2 log 1/¢).
Corollary 3.15 Ifq = 2™, then the complexity is 5(m5'5T5’T‘5D3'5K2 log1/e). Moreover, if F C Fam[X]
is an MQ, then the complexity is O(m®5(n + )25 (n + m2Tr)k2 log 1/¢).

4 Reduce inequalities to M(Q in Boolean variables

In this section, we show how to reduce the inequality constraints Z = {0 < ¢;(X,Y) < b;,i=1,2,...,5,0 <
yr < ukk = 1,2,...,m;X € F};Y € Z™} of problem (1) into a B-POSSO, where g1,92,...,9s € Z
bi,ba, ... bs,ur,uz, ..., um € N. We emphasize that for ¢ € C[X,Y], X € F, and Y € Z™, g(X,Y) is
evaluated in C.

4.1 Reduce polynomial system over C to MQ in Boolean variables over C

Let G ={91,92,-..,9s} C Z[X,Y]. We will reduce G into an equivalent MQ in Boolean variables over C
under the condition z; € F, = {0,1,...,p— 1} and 0 < y; < u;. Let d;, = max]_, deg(g;)-

Following Lemma 2.3, let Q(G) C Z[X,Y,V] be the MQ defined in (3), where V is the set of new

indeterminates introduced in Lemma 2.3. We will reduce X, Y, and V = {v1,va,...,v;} to Boolean variables.
For X, we use (5) to rewrite them as Boolean variables Xy;;. For Y, using Lemma 2.1, the integers y; satisfying
0 < y; < u; can be represented exactly as follows.

[logy u;|—1
yi = 04,(Yi)= Z Y520 + (uy — 2105200 4 1)V, 100 i)
7=0

Yi = {Y;’j|j:0,1,..., LlOgQUiJ}, (11)
Ypie = Ui, Y
where Y; ; are Boolean variables.

From Lemma 2.3, each v; € V}, represents a monomial in X and Y of degree < d4. So, 0 < v; < hds for

h =max{p — 1,u1,ua,...,Uny}. By Lemma 2.1, we can write v; as
ldglogy h]—1
Vi = ehdg (Vi,bit) = Z V;JQJ -+ (hdy — QI‘dg log, + 1)‘/1;,Ldg log, h]» (12)
§=0

where V; i = {Vi ;|7 =0,1,...,dylogs u;]}, Vit = UL_;V; 1it, and each V; ; is a Boolean variable.

Let g5 = Cj(gk) € Z[X,Y, V] be defined in (4), @(g) =Q(G)\{91,92,.--,7s} Substituting z; in (5), and
y; in (11), and v; in (12) into Q(G), G, and @(Q), we obtain

B(G), Gk, B(G) in Z[Xbpit, Yoit, Viit]. (13)
The following result shows that G and B(G) are equivalent.

Lemma 4.1 ForX € F, and Y € Z™ such that 0 < ¥; < u; for each j, there exists a Viie such that
9k(X,Y) = g (Xiie, Yoit, Voie) for k=1,2,...,s and B(G)(Xuit, Ypie, Viit) = 0.

Proof From (3), it is easy to see that starting from Xe F, and Y € Z™, one may obtain a unique V such

that E(gk)(X, Y, V) =0 and gx(X,Y) = Gx(X, Y, V) for each k. It suffices to show that X, Y,V can be written
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in their Boolean forms, which is valid for X, Y due to (5) and (11) and Lemma 2.1. From Lemma 2.3, each v; €

V is a monomial in X and Y of degree < dg4. So, 0 <wv; < hds for h = max{p — 1,u1, us, ..., un}. By Lemma
2.1, there exists a Vbit such that gk(X,Y) = Ek(X,Y7V) = gk(XbihYbithit) and E(g)(XbihYbitaVbit) =0.
|

Lemma 4.2 B(G) = {g,} U B(G) defined in (13) has O((m + n)Tgd,logd,logh) number of vari-
ables and total sparseness O((m + n)TgdZlogd, log> h), and C(B(G)) is O(C(G) + d,logh), where h =

max{p — 1,u1, ug, ..., Uy} and d, = max;_, deg(qg;).

Proof By Lemma 2.3, Ng(g) = O((m+n)Tglogd,), Tggy = O((m+n)1Iglogd,), and C(Q(G)) = C(G).
Note that [X| = n, |Y| = m, and |V| is bounded by Ngg) = O((m+n)Tglogd,). By (5), |Xpit| = O(nlogp) =
O(nlogh). By (11), |Yuit| = O(mlogh). By (12) and Lemma 2.1, |Vi,i| = O((m + n)Tg log dylog h's)) =
O((m+n)dyTglogdglogh)). By (14) and Lemma 2.1, we have #Gy;, = O(slogbd). Since s < Tg, p—1,b < h,
the number of Boolean variables are Npgy = O((m + n)d,Tg logdylogh).

Note that monomials of Q(G) are of the form z;z;,z;y,, z;v;,¥iy;, yivj, or v;u; when we rewrite them
as Boolean variables, the sparseness of the new expressions are bounded by log2 p, logplogh, dglogplogh,
log? h, dylog® h and dg log? h, respectively. The total sparseness of B(G) is O((m + n)ngf7 log d, log® h).

From (12) and the fact that B(G) is MQ, the bit size of the coefficients of B(G) is O(C(G) + d,logh). 1

Remark 4.3 For inequalities involving variables over finite fields, the solution of the inequalities de-
pends on the representation of IF,,. For the general optimization problem 1, we just use standard representation
for IF,,. For specific problems, such as the SIS problem in Section 7, we use different representations for I,

to find the “correct” solution.

4.2 Reduce inequalities into MQ in Boolean variables

We now consider the inequality constraints of problem (1): Z = {0 < ¢;(X,Y) < b;,i = 1,2,...,5;0 <
yr < up, bk =1,2,...,m;X € Fp}, where g1,92,...,9s € Z[X,Y], by, ba, ..., bs,ur,uz, ..., um € N. We will

reduce Z into an MQ in Boolean variables. Let

G, = {Gi,k | k=0,1,..., UOgQ le}, Gt = UleGi,

|log, bi | —1
5(gi)) = 0,(Gi) —g; = Z G 2% + (b — 20824 4 DG 10g, ;] — Ti (14)
k=0
IZ) = {8(q1),6(g2),---,6(g9s)} UB(G) C Z[Xbit, Ybits Vit Gbit)

where G, i, are Boolean variables, g, and B(G) are defined in (13). We summarize the result of this section
as the following result.

Lemma 4.4 X € Fy and Y € Z™ satisfy the constraint I if and only if there exist Boolean values
Vi, Gpis such that (Xpit, Yiit, Viit, Goit) s a solution of 1(T).

Proof By Lemma 2.1, 0 < g,(Xpit, Ybit, Vi) < b; if and only if IGyix such that 6(g;)(Xbit, Yit, Vbit,
Guit) = 0. Then, the lemma is a consequence of Lemma 4.1. |

We now estimate the parameters of I(Z). Let b = max}_;b;, d; = maxj_, deg(g;), h = max{p —
1,b,u1,u2, ..., um}, G ={91,92,-..,9s} and Tg > s the total sparseness of G. Then, we have

Lemma 4.5 [(Z) has O((m+n)Tgd,logd,log h) variables and total sparseness O((m +n)Tgd: logd,
log? h). C(I(Z)) is O(C(G) + dglogh) .
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Proof Since B(g) = {gk} UE(Q), from (14), Nj(g) = NB(g) + #Gpit, T](g) = TB(Q) + Zi #0s, (G;) =
Ts(g) + #Guit, and C(I1(G)) = C(B(G)). Note that #Gyi; = O(slogb). Since Tg > s, #Gy,;; is negligible
comparing to the complexity of B(G) and the lemma follows directly from Lemma 4.2. |

From Lemma 4.5, the total sparseness and the coefficients of I(G) are well controlled.

Corollary 4.6 If g; are linear, then 1(G) C Z[Xupit, Yoit, Guit], Ty = O(Tglogh), and Npg) =
(n+m)logh. Furthermore, Tr(zy = O(Tglogh + slogb) and Nyiy = O((n+m)logh + slogb).

Proof Since each g; is linear, we have @(fl) = f;. Then the variable V} ; ; are not needed and B(G) has
(n+m)log h indeterminates. Also, T ) = O(Tglog h). The results for I(G) can be proved similarly. |

4.3 Bounded integer solutions of polynomial inequalities and equations

As a direct application of the reduction method given in this section, we can give a quantum algorithm
to find a feasible solution to the inequality constraint Z = {0 < ¢;(X,Y) < b;,i =1,2,...,80 <y < ug, k =
L,2,...,m;X € F}}, where g1,92,...,9s € Z[X, Y], b1,ba,...,bs,u1,ug,...,u, € N. Using the notation in
Lemma 4.5, we have

Proposition 4.7 For e € (0,1), there is a quantum algorithm to compute a feasible solution to T with

probability > 1 — ¢ and in time 6((m + n)3'5T§‘5d3'5 log*® hr?log1/e), where k is the condition number of
I(Z) defined in (14).

Proof By Lemma 4.4, to find a feasible solution to Z, we only need to find a Boolean solution of
I(Z). By Lemma 4.5, N7y = O((m + n)Tgdglogdylogh), Trz) = O((m + n)Tgd? logd, log? h). Since
Nyzy < Tr(z), by Theorem 3.6, the complexity to find a Boolean solution of I(Z) is O(N?(%)T](I) k2 logl/e) =
O((m + n)*ST35de5 log"® hk?log 1/e). |

A closely related problem is to find bounded integer solutions of a polynomial system over Z.

Proposition 4.8 Let G = {g1,92,...,9s} C Z[Y] and € € (0,1). There is a quantum algorithm to
compute an integer solution b = (by,ba,...,by) of G = 0 satisfying 0 < b; < u; for each i with probability
> 1—¢ and in time 5(m3'5Tg3'5d3'5 log®® hi?log1/e), where k is the condition number of B(G) to be defined

in the proof and h = max; u;.

Proof By Lemma 4.1, to find an integer solution to G = 0, we need just to find a Boolean solution of B(G)
defined in (13). By Lemma 4.2, we have Np(g) = O(mTgd,logdgylogh) and T gy = O(mTgd;logd, log? h).
Since Np(g)y < T(g), by Theorem 3.6, the complexity to find a Boolean solution of B(G) is O(Né‘?g)TB(g)KZ2
log1/e) = O(m*>T§>d%5 log*® hr?log 1/¢). |

For a general polynomial system in C[X], the bound for the coordinates of the solutions could be double-
exponential, as shown by the following example.

Example 4.9 For F = {z1 — 2,29 — 23,23 — 23,..., 2, — 22_;} C C[X], Vc(F) = {(2,2%,24,...,
22" )}

On the other hand, the isolated solutions of a polynomial system is at most double-exponential [40, p. 341].

In a similar way, it is also possible to find bounded rational solutions of a polynomial system.
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5 Optimization over finite fields
5.1 A quantum algorithm for the optimization problem

In this section, we give a quantum algorithm to solve the optimization problem (1). The idea is to search
for the minimal value of the objective function by solving several B-POSSOs, which will be done in four
steps.

Step 1. By Lemmas 2.3 and 3.2, we reduce the equational constraints f;(X) =0 mod p,j =1,2,...,r
to an MQ in Boolean variables over C: F; = P(Q(F)) C C[Xpis, Vibit, Unit]-

Step 2. By Lemma 4.4, we reduce the inequality constraints Z = {0 < ¢;(X|Y) < b;,i = 1,2,...,s} to
an MQ in Boolean variables over C: G; = I(Z) C C[Xpit, Yit, Vabit, Ghit]-

Step 3. Applying Lemma 4.1 to the objective function o(X, Y), we can reduce o to a quadratic polynomial
in Boolean variables 0 € C[Xpit, Ypit, Vapit) and an MQ Gy = B({0}) C Z[Xupit, Ybit, Vanie] defined in (13).
For simplicity of presentation, we denote Vi = Vipit U Vopit U Vapie. Let

C = Fi1UG UGy C ClXpit, Yhit, Vbit, Upit, Gbit)- (15)

A (0,1)-programming is an optimization problem where all the arguments take values of 0 or 1. By
Lemmas 2.3, 3.2, 4.1, and 4.4, we have

Lemma 5.1 Problem (1) is equivalent to the following nonlinear (0,1)-programming problem

{/rvlina(Wbit) subject to C(Wyit) =0 (16)
bit

where Wit = (Xpit, Yoits Vbit, Upit, Goit) and C is defined in (15).

Step 4. The basic idea to search for a minimal value of the objective function is as follows. Since all
variables are bounded, the objective function is also bounded, so we may assume a < E(Zbit) < p for some
a, i € N. We divide [a, 1) into two roughly equal parts: [a, @ + 27) and [a + 27, i) and solve the following

decision problem

FWhit (0(Whi) € [, a 4+ 2°) and (C(Wyi) = 0)). (17)
Let
B-1 _
0ap(0) = a+ Y F;2 —0o(Wyy) € Z[Znil, (18)
7=0
Laﬁ = CU {5aﬂ(6)} C Z[Zbit]7 (19)

where Zpit = Wit U Fpie = {Xbits Ybits Vbits Ubits Goit, Foic} and Fyie = {fo, f1,..., Fs—1} are Boolean vari-
ables. By Lemma 2.1, we have

Lemma 5.2  Problem (17) has a solution Wit if and only if Log =0 has a solution Liy = (Wbit, Fbit).

If the answer to Problem (17) is yes, we repeat the procedure for the new feasible interval [or, 5(Zp;;)). If
the answer is no, we repeat the procedure for the new feasible interval [ + 27, ). The procedure ends when
w=oa+1.

We now give Algorithm 5.3 to solve problem (1). For convenience in later usage, we add a new constraint
0 <o<wuforagiven u € N> 0.

Algorithm 5.3 (QFpOpt)
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Input: Problem (1), € € (0,1), and a u € Zs¢ such that 0 <o < u.

Output: 0,X € F}, and Y € Z™ such that 6 = o(X,Y) is the minimal value of o, or “fail”.

Step 1: Set « =0, u = u.
Step 2: Compute C in (15).
Step 3: Let 5 = |logy(p — @)] — 1 and compute Lyg C C[Zpit] defined in (19).
Step 4: Let Zyi, = QBoolSol(L,gs,¢/ log, /3 u), where QBoolSol is from Theorem 3.6.
Step 5: If Algorithm QBoolSol returns a solution: Zpj, = {Xbit, Yhit, Vbie, Ubie, Gbit, Fbit}7 then
Step 5.1: Compute X and Y from Xy, and Yy according to (5) and (11), respectively.
Step 5.2: If F;y = 0, return o, X and Y.
Step 5.3: If Fy; # 0, let = E(Zbit) and goto Step 3.
Step 6: If Zp;, = 0, then
Step 6.1: If 4 — o > 1, let & = a + 27, and goto Step 3.
Step 6.2: If  —a =1 and p # u, return p, X and Y.
Step 6.3: If y —a =1 and p = u, return “fail”.

Let b = max}_; b;, dy = max; ;j{2,deg(f;,z;)}, dy = max; ;{2,deg(g;,z;)}, h = max{p — L, u1,ug,..., Um},
and G, = {0,01,92,-..,9s}- Then, we have
Theorem 5.4 Algorithm 5.3 gives a solution to problem (1) with constraint 0 < o < u with success

probability > 1 — € and in complezity 5(N%;15ETL x2log(1/¢)logu), where

af

O(nTrlogdylogp + (m +n)1Tg,d,logh + logu),
O(nTrlog dylog®p+ (m + n)Tgodz log? h + log u),

and K is the mazimal condition number of all Log in the algorithm, called the condition number of the

problem.

Proof We first prove the termination of the algorithm by showing that the feasible interval [a, p) will
decrease strictly after each loop starting from Step 3. In Step 3, we split [a, ) = [, o + 27) U [ + 27, )
with (u—a)/4 < 2% < (u—a)/2. In Step 5.3, we start a new loop for [a, u11), where p1 = 6(Zp;;) < 2°. Then
after this step, the feasible interval will decrease by at least 3(u — ) due to 2° < (u— «)/2. In Step 6.1, we
start a new loop for [a+ 2%, 1). After this step, the feasible interval will decrease by more than %(u — ) due
to (4 — a)/4 < 27, In summary, after each loop, the algorithm either terminates or has a smaller feasible
interval which is of at most 3/4 of the size of the feasible interval of the previous loop. So, the algorithm will

terminate after at most log, 3 u loops.

We now prove the correctness of the algorithm, which follows from the following claim:
The minimal value of o is in [«, ] during the algorithm (20)

if the minimal value exists and Algorithm QBoolSol in Step 4 always returns a solution of L,z if such a

solution exists. The above claim is obviously true for the initial values given in Step 1.
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In Step 5, by Lemma 5.2, we find a solution Zy;; such that 5(Zi;) € [, «+27). In Step 5.2, the condition
Fpic = 0 means that 5(Zyi;) = o and the minimal solution 6 is found by claim (20). In Step 5.3, the condition
Fiis # 0 means that E(Zbit) # a and we have a new pu; = B(Zbit). Since o € [a, 1] has a solution Zis, by

claim (20), the minimal value of o is in [a, p1], and the claim is proved in this case.

In Step 6, QBoolSol returns (), meaning that 8(Zpi;) € [, & + 27) has no solution and the minimal value
of o must be in [ + 27, u) if it exists. So, in Step 6.1, we will find the minimal value of o in [a + 27, )
in the next loop, and claim (20) is proved in this case. In Step 6.2, we have y —a = 1 and g # u. Since
0 € [a,a + 2°) has no solution, by claim (20), = o + 1 must be the minimal value of 0. Note that in
Step 6, we only update the lower bound «. In Step 5, we only update the upper bound p, and when pu is
updated we have = 8(Zpi;) = o(X,Y). Therefore, u = o(X,Y) is always valid, once Step 5 is executed. The
condition p # w implies that Step 5 has been executed at least one time and hence p = O(X, Y). In Step 6.3,
the conditions y — a = 1 and g = v means that Step 5 is never executed and the problem has no solution.

Finally, the solution obtained by Algorithm 5.3 is correct if and only if each Step 4 is correct, that is, if
Lqp does have solutions, then QBoolSol will return a solution. Since Step 4 will execute at most log, /3 u
times, by Theorem 3.6, the probability for the algorithm to be correct is at least (1—¢/logy /3 u)loB3 > 1 —¢.

We now analyse the complexity. Note that 2 is added to dy to make sure logd; # 0. By Lemma 3.8, 7
is of total sparseness O(nTrlogd; log? p) and has O(nT'rlogdy log p) indeterminates.

By Lemma 4.5, G, = I(Z) is of total sparseness O((m+n)Tgd? log d,, log? h) and has O((m+n)d,Tg logd,
log h) indeterminates. Also, Go = B(0) is of total sparseness O((m + n)Tod2 logd, log? h) and has O((m +
n)dyT,log dg4log h) indeterminates.

ba(0) is of total sparseness O (log u+T5) = O(log u+T,d, log? h) and has O(log u+(m+n)d,T, log d, log h)
indeterminates, since 2% — a < w.

Then, Lag = CU{dap(0)} = F1UG1UG2U{daps(0)} is of total sparseness Tt , = T'r, +Tg, +1g, +T5,,5) =
O(nT}- log dy log? p+ (m +n)Tg, d2 log? h +logu) and has Ny ws = O(nT].- logdslogp+ (m+n)dyTg, logh+
log u) indeterminates.

In Step 4, by Theorem 3.6, since N, < TL
(Npos + T, )k* log(logu/e)) = O(N%5 T,k log(logu/e)). It is clear that in each loop, the complexity of

Lap

the algorithm is dominated by Step 4. Smce we have at most log, /3 u loops, the complexity for Algorithm
5.3 is O(NE2 Ty, w7 log((logy s u)/e) logy s u) = O(NED Ty, ,#7 log(1/e) logu). |

«5> we can find a Boolean solution of L,g in time 5(]\7%(!513

We now show how to solve the original problem (1).

Corollary 5.5 Algorithm 5.8 gives a solution to problem (1) with the same probability and complexity
for u = 2#(0)h,h% + 1, where h, is the height of the coefficients of 0, h = max{p — 1,u1,us, ..., um}, and
d, = deg(0).

Proof Tt is easy to see that |o] < #(0)h,h?%, so 0 < 0 < u for the new objective function 6 = o +
#(0)hohd. Then Theorem 5.4 can be used to the new optimization problem. 1

Remark 5.6 Note that the upper bound u = 2#(0)h,h% + 1 for the objective function is quite
large. An alternative way is to use Algorithm QBoolSol in Theorem 3.6 to find a solution Xy, Ypic for
Fi1UG1 € C[Xpies Yoie, Vibie, Vaie, Upig, Gpie] and set u = 20(X,Y) + 1. Then for the new objective function
0 =0+0(X,Y), we can use the constraint 0 < < u to find a solution to problem (1). This does not change

the complexity of the algorithm.
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5.2 Applications to linear (0, 1)-programming and QUBO

In this section, we use two (0,1)-programming problems to illustrate Algorithm 5.3. QUBO means
quadratic unconstrained binary optimization, which is the mathematical problem that can be solved by the
D-Wave [23].

The linear (0, 1)-programming is one of Karp’s 21 NP-complete problems [24] which covers lots of fun-
damental computational problems, such as the subset sum problem, the assignment problem, the traveling
salesperson problem, the knapsack problem, etc. For more information about this problem, please refer
to [18]. The linear (0, 1)-programming can be stated as follows [8]

m m
min |, o¥bit) = ) ¢;y; subject to aijy; < hsi=1,2,...,s 21
Yyie€{0,1}m (Vi) 32::1 el ; ij¥j = i (21)

where Yinie = (y1,92,...,ym) and ai;,c;, h; € Z for any 4,j. We reduce problem (21) to the standard form

(1). Let e; = Z;-n:1|aij| € Zso, 1 <i<sandg = Z;n:l ai;y; +e; and b; = h; +€;,1 < i < s. Let

u=2Y"cjl +1€N. Then, problem (21) is equivalent to
m
Yb;trer}{ig,ll};" o (Ypi) = ; ¢;y; + (u —1)/2 subject to (22)
0<op(Ypit) <u;0< g3 <bji=1,2,...,s.
So we can use Algorithm 5.3 to solve problem (22). Let G = {g1,92,...,9s}. Since g; are linear, we do

not need to compute Q(g;) and Vi, = 0 (see (12) for definition) and B(G) = () (see (13) for definition). Since

y; are Boolean variables, we do not need to use (11) to expand them and hence g; = g;. So, (14) becomes

llogy b; | —1
8(gi) = 06,(Gi)= > Gip2F+ (b — 25t L )G 1og,0,) — i
k=0

I(Z) = {6(91),8(92),---,0(9s)} C Z[Yuit, Guitl,

where Gy, = {Gixi} are Boolean variables and 0y, (G;) is defined in (2). Equation (18) becomes

B—1
bapl0) = a+ Y F;2 —op € LY, Fritl, (23)
j=0
Log = I(Z)U{bap(0)} C Z[Ypit, Guit, Fuitl,
where Fy;, = {F1, Fy, ..., Fg_1} are Boolean variables.

Proposition 5.7 We can use Algorithm 5.3 to solve problem (22) with probability > 1 — & and in time
O(s(m23 + 525 10g%® h) (m +log h)k2 log(1 /<) log u) where u = 2 Yot lejl+1, b= max$_ b;, h = max{u, b},

and k is the mazimal condition number of Lag.

Proof Since #Yniy = m, #Gpiy = slogb, and #Fvni, = logu, L,g has m + slogb + logu Boolean
variables and total sparseness s(m +logb) +m + 1 + logu. Since u,b < h, Lqg has Nz, = O(m + slogh)
Boolean variables and total sparseness 17, = O(s(m + logh)). By Theorem 3.6, the complexity is O((m +
slog )25 (s(m + log h))k2log(1/¢) logu) = O(s(m%5 + s%51og®® h)(m + log h) k2 log(1 /) log u). |

In the remainder of this section, we consider the QUBO problem. The QUBO problem is to find an
Yoit = (Y1,92,---»Ym)? € {0,1}™ that minimizes Y{,,QYyp; for an upper-triangular matrix Q = (Q; ;) with
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Qi,j € Z, which can be written as the following (0, 1)-programming problem:

i Yoit) = Vi Qi 24
yamin 0q(Yit) = Vi@V (24)
In order to solve this problem, we need to give the lower and upper bounds for the objective function. Let
Qmax = max |Q; ;|. Since y; € {0,1},1 < i < m, we have |o(Y)| < m2Qmax-
i,

Problem (24) can be converted into standard form with the new objective function 6g = 0g + M*Qmax
and v = 2m?Quax + 1. Then, we can use Algorithm 5.3 to solve problem (24). Let

p—1
daplo) = a+ ZFij — 0 € C[Ypit, Frit,

§=0
where Fyiy = (Fo, F1,...,Fp_1) € Fg and Log = {dap(0)}. We have
Proposition 5.8 We can use Algorithm 5.3 to solve problem (24) with probability > 1 — & and in time
6(m2‘5 + log?® Qumax)(M? +10g Quax) 10g Quaxk? log(1/e)) where k is the mazimal condition number of L.

and Qmax = H;%X |Qz,j|
)

Proof Since og is quadratic and the variables are Boolean, we can solve Log = {dap(0)} directly with
Theorem 3.6. Using the notations in Theorem 5.4, we have N, = m + log(mQQmax) = 6(m + log Qmax),
Tr,, = 6(m2 +10g Qumax), 4 = 2m?Qumax + 1. By Theorem 5.4, the complexity is 6((m +10g Qmax)?°(m? +

108 Qumax ) k2 10g(1/€) (log m + 108 Qmax)) = O(m25 +108%° Qumax) (M2 + 108 Qmax) 108 Qmaxk?log(1/¢)). |

6 Polynomial system with noise

In this section, we consider the polynomial systems with noise problem (PSWN), which is an optimization

problem over finite fields and has important applications in cryptography [2, 22].

6.1 Polynomial system with noise

Definition 6.1 Let p be a prime. Given a polynomial system F = {f1, fo,..., fr} C F,[X], the PSWN
is to find an X = (21, 22,...,7,)" € [P such that F = e for the “smallest” error-vector e = (e, e, ..., er)t €
Fr.

P

In most cases, the Hamming weight ||e|| g of e is used to measure the “smallness” and it is assumed that
r > n, that is, we minimize the number of non-zero components of e or satisfy the maximal number of
equations of F = 0. Therefore, PSWN is also called MAX-POSSO. We first give the following representation
for |le| -

Lemma 6.2 Let e = (e1,ez,...,e.)T € F and H; = eg_l in Fp. Then Hj is Boolean and |e|g =
Z;n:l H; when the summation is over C.

Proof e; € Fp, implies H; = ei?*l is either 0 or 1 in Fp, and H; = 1 if and only if e; # 0. Then, H; is a

Boolean variable. Thus, we have 3 7" | H; = |le||g when the summation is over C. |
Let
E(F)=(F—e)U{H;— e ' |j=1,2,...,r} CFp[X,E, Hpy] (25)

where Hyy, = {H1,Ha,...,H,} are Boolean variables and E = {ej,es,...,e,} are variables over F,. By
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Lemma 6.2, PSWN can be formulated as the following optimization problem over finite fields:

}rgr&rib o(X) = Zl H; subject to 0 < o(X) <r; E(F) =0 mod p (26)
j=

which can be solved by Algorithm 5.3.

Due to the special structure of E(F), we can achieve better complexities than that given in Theorem 5.4.
Following (19), the equation set L, for PSWN is

B-1 r
5aﬁ(0) = o+ Z Fj2j — ZH] S (C[Hbihﬂ?bit],
=0 j=1
Log(F) = P(Q(E(F)))U{dap(0)} C C[Xbit, Enit, Hpit, Fuits Viit, Unit], (27)

where Fyiy = {F1, F», ..., Fg_1} are Boolean variables. We have

Proposition 6.3 There is a quantum algorithm to solve PSWN in time 5(7"3'5T§’_-'5 log® pr2log1/e) and
with probability > 1 — €, where T'x is the total sparseness of F, and k is the condition number of F.

Proof We first give the complexity of Step 4 of Algorithm 5.3, that is, the complexity to solve Lqg(F).
Let Fi = {f1i —e1, fa—ea..., fr —e}, Fo = {H —e’l’_l,Hg — et . H, — e~} and F3 = Fy U Fo.
Then P(Q(F3)) = P(Q(F1)) U P(Q(F2)). By Lemma 3.8, Tpq(r,)) = O(TrDlog’p) and Npq(r,)) =
O(TrDlogp). Since each monomial in F5 depends on one indeterminate, we have Q(F2) C Fp[Hy, e, V],
where #V = O(rlogp), #Q(F2) = O(rlogp), and Tyr,) = O(rlogp) by the proof for Lemma 2.3. By
Lemma 3.3, Tpq(r,)) = O(rlog®p) and Npr)) = O(rlog®p). Since z € F, implies 2”7 = z, we can
assume deg, f; < p. Thus D = n+ >, [log, max;deg, f;] < n+ rllogy(p —1)] = O(n + rlogp),
and we have Tp_, = O(TxD log?p + rlog®p + r + logp) = O(Trrlog®p) and Ni,, = O(TxDlogp +
rlog?p + logr) = O(Trrlog®p) considering r > n. By Theorem 3.6, the complexity to solve Log is
O((Trrlog? p)%5(Trrlog? p + Trrlog® p)r2logl/e) = 6(r3'5T§’_—'5 log® pr?log1/¢). The number of loops is
at most logr, which is negligible since r < Tz, and the complexity of the algorithm is that of Step 4. The
theorem is proved. |

Similar to Corollary 3.10, if F is an MQ then the complexity is lower.

Corollary 6.4 There is a quantum algorithm to solve the MQ with noise in time 6(r2'5(T}- + rlogp)
log” pr?log 1/¢) with probability 1 — ¢.

6.2 Linear system with noise

When F becomes a linear system, we obtain the linear system with noise (LSWN) [19]. Given a matrix
A = (Ayy) € F*" and a vector b = (by, ba, .. b))t e 7. The LSWN problem is to find an X such that
AX — b = e and the error-vector e € [, has minimal Hamming weight ||e| z .

The algorithm given in Section 6.1 can be used to solve the LSWN and Proposition 6.3 becomes the
following form.

Proposition 6.5 There exists a quantum algorithm to solve LSWN with probability > 1—¢ and in time
O((n+rlogp)?5(Ta + rlog? p)log*® pr?log 1/¢), where T4 > max{r,n} is the number of nonzero entries in

A, and K is the condition number of AX.

Proof Similar to the proof of Proposition 6.3, we need only consider the complexity of solving L,z(AX —
b) Let fi = Z;L:I Ai]‘l‘j—bi—ei S FP[X, e], ]:1 = {f17 fg, ey fr}; ]:2 = {Hl—ep_l,Hg—eg_l, e ,HT—ef_l} s
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and we have E(AX—b) = F1UF,. Since F is a linear system, we have P(Q(E(AX—Db))) = P(F1)UP(Q(F2)).
By Corollary 3.4, Tp(r,y = O(Talogp) and Np(r,) = nlogp + i logt; + rloglogp, where ¢; is the
sparseness for the i-th row of matrix A. By Lemma 3.3, Tp(q(x,)) = O(r log® p) and Npgr) = O(r log? p).
Thus, Ty ,ax—b) = O(Talogp+r log® p) and Np,sax-b) = O(nlogp+ S logti+r log® p). By Theorem
3.6, the complexity to solve Lyg(AX — b) is

O((nlogp + Z log t; + rlog® p)*®((nlogp + Z logt; 4+ rlog® p) + (Talog p + rlog® p))k>log 1/¢)

i=1 i=1

= 6((n logp +r log2 p)2'5(n logp+Talogp+r log3 p),‘i2 log1/¢).

Since T4 > r and we can assume T4 > n without loss of generality, the complexity is 5((71 logp +
rlog? p)25 (T4 log p + rlog® p)s2log 1/e) = O((n + rlog p)>3(Ta + rlog? p) log>® pr2log 1/¢). 1

7 Short integer solution problem

In this section, we consider the short integer solution problem (SIS), which is a basic problem in the

latticed based cryptosystems [1].

7.1 Short integer solution problem

Consider the SIS problem introduced in [1]:

Definition 7.1 Let A = (4;;) € F;*". The SIS is to find an X € F}; such that AX = 0 (mod p) and
the Euclidean norm of X satisfies 0 < ||X]|2 < b, where b is a given integer.

We first consider the more general SIS for F = {f1, fa,..., fr} C Fp[X]: find an X such that F(X) =0
(mod p) and 0 < |IX||2 < b. Note that SIS is a special case of the optimization problem (1), where the
objective function is a constant and the problem is to find a feasible solution for the constraints. Precisely,

the SIS can be formualted as the following standard form

mino=1 subject to F =0 modp, 0 <|X[3-1<b*—1. (28)
€Fy

From Remark 4.3, the representation for F, affects inequality constraints. For the inequality 0 < ||X||3 <

b%, a better representation for F,, is {f%, f% +1,..., %_1}, instead of {0,1,...,p — 1}. In this section,

we still use {0,1,...,p — 1} to represent elements in F,,, but use the following variable expansion instead of
(5):
B p—1 [logz (p—1)—1] ‘ p—1
2y = Op-1(Xi) = == = > X2+ (p—2tsTINXG o) — 5 (29)
§=0

where X; are defined in (5). Then, z; takes values —%, —7’2;1 +1,..., % when evaluated over C. The

following easy result shows that this representation gives the “global” solution to problems involving the
Euclidean norm.

Lemma 7.2 For X € [-23%, 221" and any vector v € (pZ)™\0, |[X|l2 < [|X + v||2.

Due to (14) and by Lemma 7.2, the constraint 0 < ||X]||3 —1 < b% — 1 can be written as the following MQ

in Boolean variables
n

_ _ —1
5y = Bpe1(Goie) = Y (B (Xi) - ]"T)2 +1 € C[Ghit, Xpit] (30)

i=1

where Gy, = {Gr |k =0,1,...,|logy(b? — 1)]}. From the above discussion, we have
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Lemma 7.3 To solve the SIS, we need only to find a solution of P(Q(F)) U {6y} C C[Xpit, Vbit, Unit,
Guit], where P(Q(F)) is obtained similar to P(Q(F)), but using (29) to expand X, V, and U.
Proposition 7.4 There is a quantum algorithm to solve the SIS problem (28) with probability at

least 1 — € and complexity 5(n3'5T]3_-'510g3'5d10g4'5p/£2 log1/¢) where Tx is the total sparseness of F, d =
max{2,log,(deg,,(f;)),i =1,2,...,n,j =1,2,...,r}, and & is the condition number of P(Q(F)) U {d}.

Proof Since ||X||2 < np?, by Lemma 2.1, #Gy; = O(log(b® — 1)) < O(log(np?)) = O(log(n) + log p)
and #3, = O(log(b®> — 1) + nlog?p) = O(log(b) + nlog®p) = O(nlog?p), since b < np?. By Lemma 3.8,
P(Q(F)) is of sparseness O(nT'r log dlog® p) and with O(nTx log dlog p) indeterminates. By Lemma 7.3, we
need to solve P(Q(F))U {0,} with Theorem 3.6. Comparing to the total sparseness and number of variables
of P(Q(F)), #0; and #Gy,; are negligible. Then, the complexity of solving the SIS is the same as that of
solving P(Q(F)). Then, the theorem follows from Corollary 3.9. |

For the original SIS, we have

Proposition 7.5 There is a quantum algorithm to find an non-trivial X € Z"™ for AX = 0 (mod p)
with ||X||2 < b with probability 1 — e and in time O((nlogp+1)%5(T4 logp+ nlog? p)k2log 1/c), where Ty is
the number of nonzero elements of A, assuming Ta > n.

Proof By Corollary 3.4, P(Q(AX)) = P(AX) is of total sparseness O(T4logp) and has O(nlogp +
>oi_ilogt; + rloglogp) indeterminates, where ¢; is the sparseness for the i-th line of matrix A.. From
the proof of Proposition 7.4, #Gyi = 6(10gn + logp) and #0, = é(n log? p). Since T4 > n, we have
Tr,, = O(Talogp + nlog? p) and Ni., = O(nlogp + > ;_;logt; + rloglogp). Comparing to the total
sparseness and number of variables of P(Q(F)), #0; is negligible. By Theorem 3.6, the complexity to solve
P(Q(F)) U {dy} is O((nlogp + 31, logt; + rloglog p)23((nlogp + Si_, logt; + rloglogp) + (Talogp +
nlog? p))k2log1/e) = O((nlogp + )23 (T4 log p + nlog? p)r2 log 1/¢). |

7.2 Smallest integer solution problem

We consider the smallest integer solution problem, which is to find a solution of F = 0 (mod p), which

has the minimal Euclidean norm. The problem can be formulated as the following standard form

}Ign]iFn o=|X|3z~-1 subject to F =0 modp and0<o<u (31)
€Fy

where u = n(p —1)2. We can use Algorithm 5.3 to solve problem (31). The parameterized objective function
and L.g(F) are

pf—1 n
— i _ y_P—1 X
805(0) o+ ;O F;2 ;(o(xl) )%+ 1 € ClFuie, Xeie]. (32)
Laﬁ = P(Q(f)) U {5a/3} C C[Xbitavbit,wbmFbit]

where P(Q(F)) is defined in Lemma 7.3. We have

Proposition 7.6 There is a quantum algorithm to solve problem (31) with probability > 1 — e and in
time 6(n3‘5T§-‘5 log® dlog*® pr2log1/e).

Proof From the proof of Proposition 7.4, Ny, = O(nTrlogdlogp) and Ty, = O(nTr log dlog? p).

Also, logu = O(np?) = O(logn + logp). By Theorem 5.4, the complexity is O(szBTLQB k?log1/e logu)
= 6(n3'5TJ§:‘5 log®® dlog*® pr?log1/e). |
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If F is a linear system AX = 0 with T4 > n, then we can prove the following result similar to Propositions
7.6 and 7.5.

Proposition 7.7 There is a quantum algorithm to find a non-trivial X € Z" for AX =0 (mod p) with
minimal |X||o with probability > 1 — ¢ and in time O((nlogp + r)>°(Talogp + nlog® p)x?log 1/e).

8 Quantum algorithm for SVP and CVP

In this section, Algorithm 5.3 is used to solve the SVP and CVP problems [6, 25].

A lattice generated by B = {by,ba,...,b,} C R™ is the set of Z-linear combinations of b,. B is called
a basis of the lattice, if by, bg,..., b, are linear independent over R. The SVP problem can be described
as follows: given a lattice L generated by a basis by, bo, ..., b, in R™, find a nonzero v € L such that v
has the minimal Euclidean norm. The CVP problem can be described as follows: given a vector by € Z™
and a lattice L generated by a basis by, bs, ..., b, in R™, find a v € L such that v — bg has the minimal
Euclidean norm. In this paper, we assume that by, bs,..., b, are in Z™. The SVP problem can be written

as the following optimization problem.

n
. 2 .
- biect t 0andv =S ab;, 33
ein o Ivll5 subject to v #0 and v Z;al i (33)
i—
where v = (v1,v2,...,0) and a = (a1, a2, ...,a,). Note that the SVP problem is similar to the SIS problem
considered in Proposition 7.7, but the solutions are over the integers instead of finite fields.

Let
B= [bl,bg,...,bn] e zmxn

be the matrix with columns by, bs,...,b,. In order to reduce problem (33) into the standard form (1), we
need to find upper bounds for a;, v;, and ||v||2. For a matrix or a vector A, let || Al to be the maximum

absolute value of the elements in A. It is easy to find bounds for v; and ||v||2.

Lemma 8.1 Let Vv = (U1,Va,...,Um) be the shortest vector in L. Then we have ||V]2 < /m||B||e and
[0i] < v/ml|Bl|oo-
Proof Tt is clear that |[V]2 < v/m||Bl|s and [1;] < [|[¥]eo < [[V]l2 < vM||Bl|so- |

In order to bound a; in (33), we need the concept of Hermite normal form (HNF). A matrix H = (h; ;) €
Z"™*" of rank n is called an (column) HNF if there exists a strictly increasing map f from [1,n] to [1,m)]
satisfying: for j € [1,n], hy); > 1, hiy = 0if i > f(j) and hy); > hyy, > 0if k> j. It is known that
any lattice generated by a basis by, ba, ..., b, is also generated by hy, hy,... h, if H = [hy,hs,... h,] is
an HNF of B = [by,ba,...,b,]. We need the following obvious property of HNF.

Lemma 8.2 Let H = [hy,hy,...,h,] = [hi;] be an HNF, v = (v1,v2,...,v,)" an element in the
lattice generated by hy, ha, ... hy,, and v = cihy +cohy + -+ -+ ¢, hy, for ¢; € Z. Then vy, = cahyn) ., and

hence |cn] < ||V]]oo-

We also need the following result about HNF.

Theorem 8.3 (see [35]) Let B € Z™*™ with rank n and H be the HNF of B. Then, there exists an
E € 72" such that EB = H, ||H||lco < (v/7||Blloo)™ and ||E|lec < (v/7]|B||oo)™. Furthermore, the bit

complexity to compute H from B is O(mn®||B =), where 0 is the matriz multiplication constant.
P Y 4 ; D

We now give a bound for a; in (33).
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Lemma 8.4 Let Vv be the shortest vector in L. Then there exist ai,as,...,a, € Z such that v .=
St aib; and |a;| < bg, where bg = ny/m||B||oo ((v/1||Bl|oo)™ 4+ 1)1

Proof Let H = EB be the HNF of B and h; the i-th column of H, 1 < i < n. Then there exist

¢;,1 < i < mn, such that v = )" ¢;h;. Denote e; = /m||Bl|| and ez = (v/n||B||o)™ + 1. We claim
that |¢;| < er(ea + 1)™. Let v; = ¢1hy + eohy + -+ 4+ ¢;h; for ¢ = 1,2,...,n. We prove the claim by
proving |[Vi||eo < e1(e2 + 1) % and |¢;| < er(e2 + 1)"7¢ by induction for i = n,n — 1,...,i. By Lemma
8.2, the second inequality comes from the first one: |c;| < [|[Villoo < e1(ea + 1)~ since [hy, hy,... h;]

is also an HNF. By Lemma 8.2, |c,| < e; and the case of ¢ = n is true. Suppose the claim is true for
i=mnmn—1,...,j +1. By Lemma 8.1, we have ||h;i1||c < e2. Since V; = ¥,11 — ¢j41h;41, we have

1¥illoo < ¥jt1lloo + lejsalllhyqilloe < er(ea +1)"777 1 +ei(ea +1)" 7 1eg = er(ez + 1) 7. The claim is

proved.

We have v = Y"1 ¢;h; = (c1,¢2,...,¢,)H = (c1,¢2,...,¢,)EB = aiby + agbs + -+ + a,b,,. Then
(a1,az,...,a,) = (c1,¢2,...,¢,)E, and hence |a;| < nmax; |¢;| - [|El|sc < nep(es + 1)"es < nep(eg + 1)7H1
by Theorem 8.3. |

By the above lemma, we can rewrite the SVP as the standard form (1):

. 2 . 2
= -1 subject to 0 < B
Lomin - o=[v[3-1 subject to0 < o< ml|BIL
v =aib; +asbs + -+ + a,by,
0<a;+bp <2bp, 1<i<n,
0 < i+ vVm||Blloo <2Vm||Blloe, 1<i<m
where bp is given in Lemma 8.4, and the arguments are v = (v1,v2,...,0,) and a = (a1, az, ..., a,).

Note that, the above problem is already an MQ, so we just need to change the variables to Boolean

variables as follows by using Lemma 2.1.

a; = b (A0, Ai1y 5 A |log,(265)]) — 0B, 1 <0<,
i = 0y /1Bl (Vi Vit -+ Vi llog, 2y 1Bl 1)) — V[ Blloos 1<i<m (34)

where and A; ;,V; ; are Boolean variables.

i
Then we can use Algorithm 5.3 to solve the problem for u = m||B||%, in the input. For the objective
function o, we denote by o the Boolean function obtain from o by replacing the v; by the above equation (34).
Let
B—1
ap(0) = a+ Y Cj2—5+1, (35)
§=0
Lap = CU{dap(0)},

where C is obtained from v = """ | a;b; by replacing the a;,v; by the equation (34).
Proposition 8.5 There ezists a quantum algorithm to solve the SVP with probability > 1 — ¢ and in

time O(m(n™5 +m?5)(n® 4 log h) log*® hx?log 1), where h = ||B||o and k is the mazimal condition number
Of Laﬁ .

Proof The numbers of {A4; ;}, {V;;}, and {C;} in (34) and (35) are nlog,(2bp), mlogy(v/m||B||~) and

logy (m||BI[Z,), respectively. So, Ny, = nlogy(2bp) + mlogy(vml|Bllx) + logy(ml|Bl[3,) = O(n®logh +
mlog h). The total sparseness of C is O(m(log(yv/m||B|lec) +nlog(2bg))) and the total sparseness of d,5(0) is
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logy (m|| B||%,)+mlog?(v/m||B||s). So the total sparseness of L is Ty, = m(nlog(2bp)-+log(v/m|B|s))+
mlog”(v/m||B||w) + logs(m||B||%) = (mn3 log h + mlog® h). By Theorem 3.6, the SVP can be solved in
time O(NE:BTLQB k2 log % log(m||B||%,)) = O( (n™% +m?25)(n® + log h) log*® hk? log %) |

The CVP can be solved similar to SVP, where the only difference is that the objective function is 0 =
[v —bol|3 — 1 < m(||Bl|sc + ||Pol||ec)?. Similar to Proposition 8.5, we have

Proposition 8.6 There exists a quantum algorithm to solve the CVP with probability > 1 — e and in
time O(m(n®log h + mlog h + log ho)*5(n3log h + log®(h + ho))x2 log 1), where h = ||Bl|o, ho = |/bo||so;

and K is the condition number of the problem.

9 Quantum algorithm to recover the private key for NTRU

In this section, we will give a quantum algorithm to recover the private key of NTRU from its known

public key.

The NTRU cryptosystem depends on three integer parameters (N, p, ¢) and two sets L, L, of polynomials
in Z[X] with degree N —1. Note that p and ¢ need not to be prime, but we will assume that ged(p, ¢) = 1, and
q is always considerably larger than p. Denote Zj to be the ring Z/(k) = {0,1,...,k — 1} for any k € Z~.
We work in the ring R = Z[X]/(X™ —1). An element F € R will be written as a polynomial or a vector,

N—
F= Fix' = (Fo, Fy, ..., Fx_1)". (36)
=0

,_.

Given two positive integers dy and dg4, we set

Ly = {f € R|f hasds coefficients 1, dy — 1 coefficients — 1, and the rest 0}, (37)
Ly {g € R|g has d, coefficients 1, d, coefficients — 1, and the rest 0}. (38)

Let f € Ly be invertible both (mod p) and (mod ¢). The private key for NTRU is f and the public key
is h = gf~! (mod q) for some g € L,. A set of parameters could be (N,p,q) = (107,3,64), d; = 15, and
dy = 12 [21].

We need to find f from h. We will reduce this problem to an equation solving problem over the finite rings

Ly and Zq. Set f = (foafl,uwa—l)Tv g = (Gole,--ng—l)T, 7t (mod p) =p = (Po,Pl,upr—l)T,
f! (mod q) = a=(q0,q1,---,qn-1)T, and h = (hg, h1,...,hy_1)T. Thus, we have the following equations:

N-1 N-1
feLly < 2= fI+1,> fi=1andeach f} - f; = 0; (39)
i=0 i=0
N-1 N-1
geL, = 2dg:ng,Zgizoandeachgf’—gi:O; (40)
i=0 i=0
h=gf™' (modgq) <= Z hjfe =9; (mod q) fori=0,1,...,N —1; (41)
J+k=i,i+N
f~t (mod q) exists <= Z ¢ fr =00; (mod q) fori=0,1,...,N —1; (42)
J+k=i,i+N
f7' (mod p) exists <= Z pjfr =00; (mod p) fori=0,1,...,N —1, (43)

J+k=i,i+N
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where dp; = 1 for ¢ = 0 and dp; = 0 for ¢ # 0. Let X = {fi, 9i, hi, piyqi | =0,1,...,N — 1}, and

N—-1 N—-1
Fio= {2dp=) fF+1,2dg= > g7,
i=0 1=0

N-1 N-1
=0 =0

]:2 = { Z hjfk_gi7 Z QJfk_607,|Z:O71a7N_1}CZq[fvg7h7q]’ (45)
jt+k=i,i+N jt+k=ii+N

]:3 - { Z p]fk_601|220a17aN_l}CZp[f’g7hap} (46)
jbk=i,itN

Note that Fi, Fa, F3 are over C, Zg, Z,, respectively. We can modify the method given in Section 3.1 to
solve the equation system F; = Fa = F3 = 0.

We first give a simpler treatment for F;. Let Zyyy = {Fi1, Fio, Gi1, G20 = 0,1,..., N — 1} be Boolean
variables, f; = F;1+F;s—1 and g; = G;1+Gi2—1. Then, the constraints ff’ = f; and gf’ = g; are automatically
satisfied. When F;; = 0, F;o = 1 and F;; = 1, F;5 = 0, we both have f; = 0. To avoid this redundancy,
we add an additional equation Fj; Fio — Fjo. We have 2dy = Z?’:_Ol fP+1= Zi]\;_ol(Fﬂ +Fp—12+1=
SN N Fiy — Fio) + N +1 (mod (F3 — Fiy, F3 — fia, FiFia — Fip)). Similarly, dy = SN 01 (Giy — Gia) + N
(mod (G% — Gi1,G% — Gi2,Gi1Gi2 — Gi2)). Then, F is equivalent to

N-1 N-1
Fii o= {> (Fa—Fp)+N+1-2ds, Y (G —Gio) + N — 2d,,
=0 i=0
N—1 N-1
(Fin + Fiz — 1) — 1, Z(Gil + G2 — 1),
i=0 =0
i1Fio — Fio, Gi1Gia — Gy, i =0,1,..., N — 1, C C[Fps]}, (47)

where FbitZ{Fij,Gij‘izo,l,...,N—l;jZLQ}.

We can compute B(Fz) C Zy[Xpit] and B(Fz) C Z,[Xpi] defined in (6) by setting ¢; = 0,-1(Qi0, Qi1, - -
Qillog,(g—1)]) and p; = 05 1(Pi0, Pi1, - - -, Pjj10g,(p—1)] ), Where

9

Xpit = {Fi, Fi2,Gi1,Gip |1 =0,1,...,N —1}U
(Pyli=0,1,....N —1,j =0,1,..., [logy(p — 1)]}U
{Qij|i:0,17...,N—l,j:0,1,...,UOgQ(q—l)J}

Note that F2 and F3 are already MQ, we can compute P(Fz) and P(F3) as in (9). Therefore, we can use
Algorithm QBoolSol to find a Boolean solution X for

FNTRU = F11 U P(]:z) U P(]:3) C C[Xbit}-

Finally set f; = Ej; + Fj» — 1, and we have a possible private key f = (fo, f1,..., fN_l).
Proposition 9.1 There is a quantum algorithm to obtain a private key f from the public key h in time
O(N*51og®® qr2log 1/e) with probability > 1 — ¢, where & is the condition number for FnTru.

Proof Only the complexity need to be considered. T, = 2N?+ N +1 = O(N?), Tr, = N2+1 = O(N?),
Tr,, = O(N). Note that Fy; are already Boolean polynomials over C, we need do nothing to it. For F3,
since ¢; = 05-1(Qio, Qi1 - - - Qilog,(¢—1))) has O(logq) terms, fi = Fix + For — 1, gj = G1; + G2 — 1, and
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Fiy, For, G1j, Goj are Boolean variables, we have Tp(r,) = Tp(r,) + O(Nlogq) = O(N?logq). Similarly,
Tp(r,) = O(N?logp). Therefore, we have Try p, = O(N?(logq +logp)) = O(N?logq) and Nry py =

O(Nlogg+ Nlog N+ Nloglogq) = O(Nlogq) by Lemma 3.3, where we can ignore p considering p < ¢. By
Theorem 3.6, we can obtain a possible private key f in time 6(N4'5 log®® g2 log 1/e). |

In the design of NTRU, it is assumed that the size of f and g are small. We can use the methods given
in Section 6.1 to find f and g that have the smallest dy + d,.

Proposition 9.2 There is a quantum algorithm to obtain a private key f from the public key h such
that dy + dg is minimal in time 5(N4'5 log®® qr?log 1/¢) with probability > 1 — e, where r is the condition

number for FNTRU-

Proof Remove Y Y (Fiy — Fig) + N +1—2d; and Y 0" (Giy — Giz) + N — 2d,, from Fy and still denote
Fnrru = Fi1 U Fa U Fs. We can use the objective function o = (2df —1 - N)+2dg — N —1= Zf:ol(Fl -
Fi2 + G;1 — Fy2) — 1 which satisfies 0 < o < 4N. Following (18), we have o3 = o + Zf;é E;27 — o and
Log = FnrruU{0as} C C[Xpit, Epit]. Then we can use Algorithm 5.3 to find a private key f which minimizes
0. By the proof of Proposition 9.1, we have T'ry. ., = O(N?logq) and Nz, = O(Nlogq). Then, Ty, =
6(N2 logq) and Np,, = O(Nloggq). By Theorem 5.4, the complexity is 5(]\74‘5log3'5 qr?log1/elog N)
= O(N*®log®® gr2log 1/e). 1

For the parameters recommended in [21], (N,p,q) = (107,3,64), (N,p,q) = (167,3,128), (N,p,q) =
(503, 3,256), and € = 1%, the complexities of Proposition 9.2 are given in the following table.

Table 1 Complexities of the quantum algebraic attack on NTRU

N q p Complexity Desired Complexity

107 64 3 2422 3N
167 128 3 2462 3N
503 256 3 2542 3N

In Table 1, k is the condition number of the corresponding equation systems. From the table, this main
part of the complexity is relatively low comparing to its desired security 3V if & is small, which implies that

the NTRU is safe only if its condition number is large.

10 Conclusion

In this paper, we give quantum algorithms for two basic computational problems: polynomial system
solving over a finite field and the optimization problem where the arguments either take values from a finite
field or are bounded integers. The complexities of these quantum algorithms are polynomial in the input
size, the maximal degree of the inequality constraints, and x which is the condition number of the associated
matrix of the problem. So, we achieve exponential speedup for these problems when the condition number

is small.

The optimization problem considered in this paper covers many NP-hard problems as special cases. In
particular, the proposed algorithms are used to give quantum algorithms for several fundamental computa-
tional problems in cryptography, including the polynomial system with noise, the short solution problem, the
shortest vector problem, and the NTRU cryptosystem. The complexity for all of these problems is polynomial
in the input size and their condition numbers, which means that these problems are difficult to solve by a

quantum computer if and only if their condition numbers are large. As a consequence, the NTRU cryptosys-
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tem as well as the candidates recently proposed for post-quantum standard of public key cryptosystems [4]
are safe against quantum computer attacks only if the condition number of its equation system is large.

The main idea of the algorithm is to convert the equality and inequality constraints of the optimization
problem into polynomial equations in Boolean variables and then convert the finding of the minimal value
of the objective function into several problems of finding the Boolean solutions for polynomial systems over
C, that is B-POSSO. Then the quantum algorithm from [13] is used to find Boolean solutions for these

polynomial systems.

As we just mentioned that the optimization problem is reduced into the B-POSSO problem. It is in-
teresting to give a description for all the problems that can be efficiently reduced to B-POSSO. It is also
interesting to see whether it is possible to combine the reduction methods introduced in this paper with tra-
ditional algorithms for polynomial system solving such as the Grébenr basis method [3] and the characteristic
set method [17] to obtain better traditional algorithms for polynomial system solving and optimization over
finite fields. Finally, in order to know the exact complexity of the algorithm proposed in this paper, we need

to know the condition number, which is a main future problem for study.
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